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This newsletter is dedicated to the use of
electronic signature in the civil circulation of
the Russian Federation on the basis of the
existing legislation.

General information

Currently, the practice is increasingly raising
questions about the use of electronic
documents in civil matters for the purpose of
simplifying document circulation. Thus, the
use of electronic documents in transactions is
stated in par. 1, 2 art. 160, par. 2 art 434 of the
Russian Federation Civil Code. The main
element of the electronic document circulation
is the electronic signature.

Since July 1st, 2013, Federal Law dated
January 10th, 2002 No. 1-FZ "On electronic
digital signature" (hereinafter – EDS) shall be
terminated, and the use of electronic signature
will be only regulated by Federal Law of April
6th, 2011 No. 63-FZ "On electronic signature"
(hereinafter – ES), (documents previously
signed  with  EDS will  be  considered  as  signed
with  reinforced  qualified  ES  (see  this
newsletter below)).

ES is an information in electronic form, which
is joined to other information in electronic
form (the information being signed), or
otherwise connected with this information and
is used to identify the person signing the
information  (par.  1,  art.  2  of  Federal  Law No.
63-FZ).

ES is divided into several types: simple ES,
which only confirms the fact of the formation
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of  ES  by  a  particular  person,  and reinforced
ES, which in addition to the above-mentioned
allows to convert a signed information
cryptographically, to detect the fact of changes
to the electronic document after its signing and
is created with the use of specialized ES tools
(in particular, specialized software). For
signing  an  electronic  document  with  a
reinforced  ES,  a  key  of  the  ES  is  used,  to
decrypt and check such document a
verification  key  of  the  ES  is  used.  The
document confirming the possession of a
verification ES key to a person is a certificate
of an ES verification key. It  is  given  by  a
certification authority, which may be a legal
entity or individual entrepreneur, in the form of
an  electronic  document  or  a  document  in  the
paper format. Reinforced ES, in its turn, is
divided into unqualified and qualified ES. The
peculiarity of the latter is that a verification
key  of  this  ES  is  set  forth  in  a  qualified
certificate (i.e. a certificate, which is issued by
a certification authority accredited with the
Ministry of Communications and Mass Media
of the Russian Federation).

Recognition of ES as a substitute of a
handwritten signature.

A)  In  accordance  with  par.  1  of  art.  6  of
Federal  Law  No.  63-FZ  in  all  cases  an
electronic document is considered as an
analogue of a document signed with a
handwritten signature if such electronic
document is signed with a reinforced qualified
ES (except for cases when federal laws or
regulations adopted in accordance with them
state a requirement on the necessity of drafting
the document only in the paper format). As of
the date of drafting this newsletter such
regulations have not been adopted.
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B) According to par. 2 art. 6 of Federal Law
No. 63-FZ an electronic document signed with
a simple ES or an unqualified ES is recognized
as  an  analogue  of  a  document  signed  with  a
handwritten signature, only in cases stipulated
by federal laws, regulations adopted in
accordance with them or by agreement
between  the  participants  of  the  electronic
interaction.

ES in the context of formation of accounting
and its qualification for the purposes of tax
relations

On  the  basis  of  art.  9  of  Federal  Law  of
December 06th, 2011 No. 402-FZ "On
accounting" each act of business life is subject
to the reflection with primary accounting
records. According to par. 5 art. 9 of Federal
Law No.4-FZ the following possibilities of
drawing up primary documents are provided;
- in the paper format;
- in the form of an electronic document signed
with electronic signature.

Thus, electronic documents signed with
electronic signature can be used in the
formation of accounting. At the same time,
there is a question under what conditions such
electronic documents would be recognized as
adequate for calculation and payment of taxes,
or other payments of fiscal nature.

At present, by reference to the current practice
and informal explanations of the Federal Tax
Service of Russia, the Ministry of Finance of
Russia there are several main approaches to the
issue of recognition of electronic documents
signed with electronic signature similar to
signed with handwritten signature in the paper
format.
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A) Conservative approach: documents signed
with a qualified ES are the only documents that
are accepted for tax purposes.

The main part of explanations for this position
was given in relation to the accounting of
income tax expenses.
The essence of the formulated position: costs
that are confirmed with electronic documents
signed with a qualified ES are the only which
may be reflected in the accounting records.

This conclusion is stated, in particular, in the
letters of the Ministry of Finance of Russia
from December 20th, 2012 No. 03-03-
06/1/710, from August 26th, 2011 No. 03-03-
06/1/521, October 10th, 2011 No. 03-03-
06/1/645, from January 11th, 2012 No. 03-02-
07/1-2, from July 31st, 2012 No. 03-03-
06/2/85, May 28th, 2012 No. 03-03-06/2/67,
December 25th, 2012 No. 03-03-06/2/139.

B) Liberal approach: documents signed with an
unqualified ES may be also accepted for tax
purposes when signing the documents with an
unqualified ES is provided by agreement
between  the  participants  of  the  electronic
interaction.

This approach has particular application in
Letter of the Federal Tax Service of Russia
dated November 24th, 2011, No. -4-3/19693
@.

It should be noted that a literal interpretation of
the regulations of art. 6 of Federal Law No. 63-
FZ does not allow to make a conclusion about
the impossibility of recognition of electronic
documents signed with other types of ES,
except for qualified ES, as acceptable to
substantiate expenses to the tax authorities.

At present, there is no existing developed court
practice on the above aspect of the use of ES.
We should assume that relevant court decisions
may appear in the near future.
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For additional information please contact the
partners of our firm, S. Alimirzoev and M.
Trofimov using the contact details mentioned
above.


